MpunoxeHune

K npmkaszy MBOY «COLL Nel1l» ot 21.09.2021r. Ne 415

NPABUNIA

OL,eHKU BO3MO}KHOTIO Bpeaa CybbeKTam nepcoHasbHbIX AaHHbIX U NPUHATUA Mep NOo ero
npeaotspalieHuto 8 MBOY «COLL Nell»

1. O6bwue nonoxxeHua

1.1. Hacrosawue lMpaBuia OLEHKU BO3MOXKHOIO Bpeda CybbeKkTam MepcoHasibHbIX AaHHbIX U
NPUHATUA Mep Mo ero npegoTeBpaweHuto (ganee — Mpasuna) B MBOY «COLW Nell» onpeaenstoT
nopsagoK OUEHKM Bpeda, KOTOPbIA MOXeT ObiTb MNPUUMHEH CybbeKkTam MnepcoHanbHbIX B Caydae
HapyweHua ¢eaepanbHOro 3aKOHOAATENbCTBA NO 3alUMTe MEePCOHasbHbIX [AaHHbIX, B YaCTHOCTM
depnepanbHoro 3akoHa No 152-®3 «O nepcoHasnbHbIX AaHHbIX» (ganee — Ne 152-d3), u oTpaxkatoT
COOTHOLUEHME YKAa3aHHOIO0 BO3MOXHOIO BpeZa M MPUHMMAEMbIX ONepaTopom Mep, HanpaBJEHHbIX Ha
obecneyeHne BbINOAHEHWA 06A3aHHOCTEN, NpeaycMOTpeHHbIx Ne 152-33,

1.2. Hactosawwme MNpaBuna paspaboTaHbl B COOTBETCTBMMU C AEMCTBYIOWMM 3aKOHOAATE/IbCTBOM
Poccuiickon ®epepaunm B 061actm 06paboTKm 1 3aLlUTbl NEPCOHANbHbIX AaHHbIX.

2. TepmuHbI U onpeaeneHun
2.1. B HacToAwmx MpaBunaax MCNONb3YIOTCA OCHOBHbIE MOHATUA:

2.1.1. Mudopmaums — ceeaeHmA (cooblieHuns, JaHHble) He3aBUCMMO OT GOPMbI UX NPeCTaBeHuUA.

2.1.2. be3onacHoCTb WHPOPMALUM — COCTOSHME 3aALMIEHHOCTU WHPOPMaLUK, NPU  KOTOPOM
obecrneyeHbl ee KOHPUAEHLMANBHOCTb, LOCTYMNHOCTb U LLE/IOCTHOCTb.

2.1.3. KoHdumaeHuManbHOCTb MHbOPMALUK — 06A3aTeNbHOE ANA BbINOAHEHMA AULOM, MOAYYMBLUMM
[OCTyNn K onpegeneHHon MHbopmMauuun, TpeboBaHwe He nepenaBaTb Takyld MHOOpPMaLMIO TPeTbUM
nvuam 6e3 cornacua ee obnagatens.

2.1.4. UenocTtHocTb MHpOpMaLMM — COCTOSHME MHPOPMaLMKM, MPU KOTOPOM OTCYTCTBYeT ftoboe ee
n3meHeHme MMBO M3MEHEHME OCYLLECTBAAETCA TOIbKO NpeaHaMepPeHHO cybbekTaMn, MMEKLWMMUN NPaBo
Ha TaKoe U3MeHEeHWUe.

2.1.5. focTynHOCTb MHPOPMALMN — COCTOAHME UHbOPMaLUK (pecypcoB MHPOPMALIMOHHOM CUCTEMDI),
NPy KOTOPOM Cy6bEKTbLI, UMeIoLLIMe NPaBa AOCTYNa, MOTYyT peasn3oBaTb Mx 6ecnpensaTCTBEHHO.

2.1.6. Y6bITKM — pacxogbl, KOTOpble ANLO, Ybe MPABO HaPYLLUEHO, MOHEC/IO WUAWN AOXKHO OyAeT NnoHecTu
017 BOCCTAaHOB/IEHMA HApYWEHHOro npaBa, yTpaTbl WAW NOBPEXAEHUSA €ro MMyLecTBa (peasibHblii
ywepb), a TakkKe HemnosyYeHHbIX AO0XOA0B, KOTOpble 3TO /MU0 MOAYYMNOo Obl NPU OBbIYHBIX YCAOBUAX
rpa*kgaHckoro obopota, ecnm 6bl ero NpaBo He 6bl10 HAapPYLLEHO.

2.1.7. MopanbHblit Bpen — GM3MYECKME UKW HPABCTBEHHblE CTPaZaHMA, NPUYUHSEMbIe AENCTBUAMM,
HapyWaloWwmMMn  NMYHblE  HEMMYLLECTBEHHble NpaBa rpa)kAaHMHA AMOO  MocAraloWMMKM  Ha
NpUHagaexalme rparkgaHUHy Apyrue HemaTepuanbHble 6nara, a TaKkKe B APYrUX Cayyasx,
npeaycMOTPEHHbIX 3aKOHOM.

2.1.8. OueHKa BO3MOXHOTIO Bpeaa — onpeseneHne YPOoBHA Bpeda HAa OCHOBAHMM Y4Y€Ta MPUYUHEHHDBIX
yObITKOB M MOpPanbHOro Bpena, HapyleHMA KOHOUMAEHUMANbHOCTM, LEAOCTHOCTM W AOCTYNHOCTM
NepcoHaNbHbIX AaHHbIX.



3. Onucanne Bpeaa cy0beKTaM MepCOHAJIBHBIX JAHHBIX
3.1. Bpen cyObekTy MepCOHAIBHBIX JAHHBIX BO3HHKAET B PE3y/bTaTe HEMPABOMEPHOTO WIIH
CIly4ailHOTO JOCTyNa K IE€PCOHAIBbHBIM JaHHBIM, YHHUYTOXKCHHUS, M3MEHEHUS, OJOKMPOBAHMS,
KOITMPOBAHMS, MPEJOCTABICHUS, PACIPOCTPAHCHUS MEPCOHAIBHBIX JAHHBIX, & TaKXe OT HWHBIX
HETPaBOMEPHBIX JICHCTBUI B OTHOIIICHUH NTEPCOHANBHBIX JaHHBIX.
3.2. IlepeuncrieHHbIe HETPaBOMEpPHBIC ACUCTBUS ONPEACISIOTCS KaK CIEAYIONINE HapyIICHHS
0e30macHOCTH UH(pOPMALIUH:
3.2.1. HempaBoMmepHOE IpEIOCTaBIEHUE, PACHPOCTPAHEHHE M KOMHPOBAHHE MEPCOHATBHBIX
JaHHBIX SBISIOTCS HapyIIEeHUEM KOH(PUICHIINATbHOCTH TIEPCOHATIBHBIX TaHHBIX.
3.2.2. HempaBomepHOEC YHHUYTOKCHHE U OJIOKHPOBAHHE TICPCOHAIBHBIX JAHHBIX SIBISCTCS
HapyIICHHEM JIOCTYITHOCTH MEPCOHATBHBIX JaHHBIX.
3.2.3. HenpaBomepHOE M3MEHEHUE TIEPCOHATBHBIX JAHHBIX SBISETCS HAPYIIEHHUEM IEJI0CTHOCTH
HIePCOHAIBHBIX TaHHBIX.
3.2.4. Hapymienne mpaBa cyObekTa TpeOOBaTh OT OIeparopa YTOYHEHHUS €ro MepCOHATBHBIX
JIaHHBIX, WX OJIOKMPOBAaHHMSA WM YHHUYTOXKCHUE SBISETCS HAPyLNICHUEM IIEJIOCTHOCTH
nH(popMaIuu.
3.2.5. Hapymenue npaBa cyObeKTa Ha MoOJydeHHE MH(OpManuy, Kacaromeics o0paboTku ero
MEPCOHATILHBIX JAHHBIX, ABISETCS HAPYIICHHEM JOCTYITHOCTH ITEPCOHAIBHBIX TAHHBIX.
3.2.6. OOpaboTKa MEepCOHANBHBIX JAAHHBIX, BBIXOMAAIIAS 32 PAMKH YCTAHOBJIEHHBIX M 3aKOHHBIX
neneir 00paboTku, B 00BEMe OoJbIle HEOOXOAMMOTO JUIsl JOCTIDKEHHS YCTAaHOBJICHHBIX U
3aKOHHBIX  IIeled M JOJbIIe  YCTAaHOBICHHBIX  CPOKOB  SBJISIETCS ~ HapyIICHUEM
KOH(UICHIINAIBHOCTH NIEPCOHAIBHBIX JAHHBIX.
3.2.7. HeripaBoMepHOE MOTyYEHHE MEPCOHANBHBIX JaHHBIX OT JIMIA, HE SBISIOIIETOCS CYOBEKTOM
MIEPCOHATBLHBIX JAHHBIX, SBISETCS HAPYIIEHHEM KOH(PHICHIINAIbHOCTH TIEPCOHATBHBIX JTaHHBIX.
3.2.8. [IpunsTHe peuieHus, MOPOKAAIOIIETO IOPUANIECKIE MOCIEACTBUS B OTHOLIICHUU CYyObEKTa
MIEPCOHATBHBIX JAHHBIX WJIM WHBIM 00pa30M 3aTparuBarolllie €ro MpaBa W 3aKOHHBIE WHTEPECHI,
Ha OCHOBAaHUH MCKJIIOYUTEIIFHO aBTOMATH3MPOBAHHOM 00pPaOOTKH €ro MepCcoHaNbHBIX TaHHBIX 0e3
corlacMss Ha TO B THMCBMEHHOM QopMe cyObeKkTa TEepCOHAJBHBIX JaHHBIX  WIH
HEMPeAyCMOTPEeHHOE (heiepantbHBIMU 3aKOHAMH, SIBISIETCS HapyLIICHHEM KOH(HUICHIMATbHOCTH
MIEPCOHATBHBIX JAHHBIX.
3.3. CyObekTy nepcoHaIbHBIX TaHHBIX MOXET OBITh IPUYMHEH Bpe. B (hopme:
3.3.1. YOBITKOB — pacxo/l0B, KOTOPbIE JIULIO, Yb€ IPABO HAPYILEHO, IOHECIO WIH JOHKHO OyneT
TIOHECTH JUTSI BOCCTAHOBJICHHS HapYIIEHHOTO MpaBa, YTPaThl WM TOBPEXKICHUS €r0 MMYIIECTBa
(peanbHBI ymepO), a TakKe HEMOJYYCHHBIX IO0XOAOB, KOTOPBIE 3TO JHMIO HMOIXYYHIIO OBl TpH
OOBIYHBIX YCIIOBUSX TPAXKIAHCKOTO 000pOTa, €Cir OBl €ro MpaBo He OBUIO HapYIICHO.
3.3.2. MopansHoro Bpema — (QHU3MYECKUX WM HPABCTBEHHBIX CTPAAaHUN, NPUUYUHIEMBIX
NCUCTBHSAMY, HApYIIAIOMIMMHU JIMYHBIE HEMMYIICCTBEHHbIE MpaBa TpaXJaHWHA JHOO
MOCSTAIONIMMU Ha TPHHAUICKAINE TPaXIAaHWHY Ipyrde HeMmaTepuaibHble Onara, a Takke B
JPYTHX CIIydasx, MPEAyCMOTPEHHBIX 3aKOHOM.

4. MeToguKa OLLEHKM BO3MOXHOr0 Bpeaa cybbeKktam nepcoHasnbHbIX AaHHbIX

4.1. OueHKa BO3MOKHOMO Bpeda [O0/XHa NPOU3BOAUTLCA KOANernanbHo. B Komuccum AO0MKHO B6biTb
yeTblpe YenoBeKa.

4.2. B oueHKe BO3MOMHOIMO Bpeda MWCXOAUTb M3 y4yeéTa nocneacTBMA AOMNYLEHHOro HapylleHun
NPUHLMNOB 06pabOoTKN NepPCoHaNbHbIX AaHHbIX. BBOAMTCA YeTbipe YPOBHA BO3MOXKHOIO Bpea:

Hy/1e601 — Bpe]l CYObEKTY MEPCOHAIIBHBIX TAHHBIX HE MPUYUHSACTCS HE IPUUUHSCTCS,

HU3KUI — TIOCIICACTBUS HapymcHus IMPUHIOUIIOB O6pa6OTKI/I ICPCOHAJIBHBIX JAaHHBIX BKJIIHOYAKOT
TOJIBKO HApYHICHUEC HECJIOCTHOCTU IICPCOHAJIIBHBIX JTaHHbIX, 00 TOIBKO HapymeHueC JOCTYIITHOCTHU
INEPCOHAJIbHBIX JaHHBIX;

cpedHuli — NocNeacTBnA HapyLeHUs NPUHLMNOB 06paboTKM NMepcoHaNbHbIX AAaHHbIX BKAOYAOT TObKO
HapylUeHWe LeNOCTHOCTU NepcoHabHbIX AaHHbIX, NOBAEKLIEee YBbITKM U MOPanbHbIN Bpes, AM60 TONbKO



HapyLleHWe AOCTYMHOCTU NepCoHabHbIX AaHHbIX, NOB/eKLWee YObITKU U MOpanbHbIi Bpea, MMb0 TO/bKO
HapylleHne KOHOUAEHLUMAIbHOCTN NEPCOHA/IbHbIX AaHHbIX;

8bICOKUII — BO BCEX OCTA/IbHbIX CAYyYasnX.
4.3. Kaxkaomy ypoBHIO BO3MOXKHOIO Bpeaa COMNoCTaBAseTCa YMCI0oBas oueHKa Y1, a UMeHHo:

0 — npu HyneBom ypoBHe Bpeaa; 0,05 — npn HM3KOM ypoBHe Bpeaa; 0,1 — npu cpegHem ypoBHe Bpesa;
0,2 — Npu BbICOKOM YpOBHe Bpeaa.

4.4, KaxkablM Y41€HOM KOMMUCCMM Ha OCHOBAHMUM COOCTBEHHOIO CYOBHEKTMBHOrO MHEHMA BbICTaBASETCA
OflHA W3 BO3MOMKHbIX OLEHOK BO3MOMHOIO Bpeda CYObeKTY ANA KarKAoW aKTyasibHOM Yrpos3bl
6€e30NacHOCTM ero NepcoHasbHbIX AaHHbIX M3-3a HECAaHKLMOHMPOBAHHOIO, B TOM YMC/Ae CAy4alHOro,
AO0CTyna K ero nepcoHanbHbIM AaHHbIM NPU UX 06paboTKe B MHGOPMALMOHHbIX CUCTEMAX.

4.5. Bce KOapPUUMEHTBI OLLEHOK CYMMMPYHOTCS MO KaXKAO0M aKTyanbHOM yrpose.

4.6. Mo 3HaYeHMI0 CYyMMapHOM oLUeHKM Y2 onpeaenseTca BO3MOKHbIN Bpes, cneayowmm obpasom:

ecnmn Y2 > 0,9, To Bpen cybbeKkTaM nepcoHanbHbIX AaHHbIX NPU3HaeTca BbicOKMM; ecamn 0,5 < Y2 <0,9, To
BpeA cybbeKTam nepcoHanbHbIX AAaHHbIX Npu3HaeTca cpeaHum; ecamn 0,2 < Y2 £0,5, To Bpes cybbeKtam -
npusHaeTca HU3KUM; ecim 0 < Y2 £0,5, To Bpes CybbeKTam - NPU3HAETCA HY1eBbIM.

5. Tpe6oBaHUA K Mepam 3aLUTbI

5.1. C wncnonb3oBaHMEM [AaHHbIX 06 ypoBHe 3awmuieHHoct MBOY «COLW Nolly» u KaTeropuax
NepcoHasibHbIX AaHHbIX, 06pabaTbiBaeMbIX B HUX, HA OCHOBE COCTABA M COAEP!KAHUA OPraHU3aALLMOHHbIX U
TEXHUYECKMX Mep Mo obecnevyeHUto 6e30MacHOCTM MNEPCOHaNbHbIX AaHHbIX NpPU KX obpaboTke B
MHOOPMALIMOHHDBIX CUCTEMAX MEPCOHAJNbHLIX AAHHbIX GOPMYAMPYIOTCA U MPUMEHAIOTCA KOHKPETHble
OpraHu3aUMOHHbleE U TEXHUYECKME Mepbl 3aWuTbl, KOTOpble MOryT OblTb WMCMO/Ab30BaHbl NpuU
3KCnayaTauum NepcoHanbHbIX AAHHbIX.



